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1
Decision/action requested

This contribution proposes a new test case on network hiding in the IBCF.
2
References

[1]
3GPP TS 33.203
3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security;Access security for IP-based services

[2]
3GPP TS 24.229 IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (Release 17)
[3] 
S3-210357
3
Rationale

As specified in TS 33.203 [1], clause 6.4, the Hiding Mechanism is optional for implementation. All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF/IBCF shall encrypt the hiding information elements when the I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network’s domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When I-CSCF/IBCF receives a SIP Request or Response message from outside the hiding network’s domain, the I-CSCF/IBCF shall decrypt those information elements that were encrypted by I-CSCF/IBCF in this hiding network domain. Otherwise, the identities of the SIP proxies and the topology of the hiding network will not be protected, and an attacker can read or modify these information elements.

As specified in TS 24.229 [2], clause 5.10.4.1, the IBCF shall apply network topology hiding to all header fields which reveal topology information, such as Via, Route, Record-Route, Service-Route, and Path.
The threats analysis can be found in the S3-210357 [3].
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st changes ****************

4.2.2.X
Security functional requirements on the IBCF deriving from 3GPP specifications and related test cases

4.2.2.X.1
Encryption in network hiding
Requirement Name: Encryption in network hiding
Requirement Reference: TS 33.203 [XX], clause 6.4
Requirement Description: 

"The Hiding Mechanism is optional for implementation. All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF/IBCF shall encrypt the hiding information elements when the I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network’s domain. The hiding information elements are entries in SIP headers, such as Via, Record-Route, Route and Path, which contain addresses of SIP proxies in hiding network. When I-CSCF/IBCF receives a SIP Request or Response message from outside the hiding network’s domain, the I-CSCF/IBCF shall decrypt those information elements that were encrypted by I-CSCF/IBCF in this hiding network domain." 

as specified in TS 33.203 [XX], clause 6.4.

Threat References: TBD

Test case: 
Test Name: TC_ENCRYPTION IN NETWORK HIDING
Purpose:

Verify the IBCF encrypts the hiding information elements when the IBCF forwards SIP Request or Response messages to the outside of the hiding network’s domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden. 
Verify the IBCF decrypts those information elements that were encrypted by the IBCF in this hiding network domain when the IBCF receives a SIP Request or Response message from the outside of the hiding network’s domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden.
Procedure and execution steps:

Pre-Conditions:

-
IBCF network products are connected in simulated/real network environment.
-
The encryption of the hiding information as the network hiding mechanism is configured to be used and the operator policy is configured that the topology shall be hidden.
-
The same encryption and decryption key Kv is configured on the IBCFs under test by the tester.
-
The encryption algorithm is configured on the IBCF under test by the tester.
-
The network element in the hiding network’s domain may be simulated.
-
The network element outside the hiding network’s domain may be simulated.
-
The tester has access to the interface between the element in the hiding network’s domain and IBCF.
-
The tester has access to the interface between the element outside the hiding network’s domain and IBCF.
Execution Steps 
NOTE:
This test is performed in case the network hiding mechanism and the encryption of the hiding information elements in the IBCF are implemented.
Test case 1: The IBCF forwards SIP messages to the outside of the hiding network’s domain
1) The network element in the hiding network’s domain sends a SIP message which contains hiding information elements (e.g. addresses of SIP proxies) to the IBCF under test.
2) The IBCF under test forwards the SIP message to the network element outside the hiding network’s domain.
3) The tester examines the SIP message forwarded to the network element outside the hiding network’s domain.

Test case 2: The IBCF forwards SIP messages to the hiding network’s domain
1) The network element outside the hiding network’s domain sends a SIP message which contains information elements that were encrypted by the IBCF in this hiding network domain to the IBCF under test.

2) The IBCF under test forwards the SIP message to the network element in the hiding network’s domain.
3) The tester examines the SIP message forwarded to the network element in the hiding network’s domain.
Expected Results:

For Test case 1, the IBCF under test encrypts the hiding information elements when the IBCF under test forwards the SIP message to the network element outside the hiding network’s domain. 

For Test case 2, the IBCF under test decrypts those information elements that were encrypted by the IBCF in this hiding network domain when the IBCF under test forwards the SIP message to the network element in the hiding network’s domain.
 Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

*************** End of the 1st changes ****************

*************** Start of the 2nd changes ****************

4.2.2.X.2
Replacement in network hiding
Requirement Name: Replacement in network hiding
Requirement Reference: TS 24.229 [XX], clause 5.10.4.1
Requirement Description: 

"The IBCF shall apply network topology hiding to all header fields which reveal topology information, such as Via, Route, Record-Route, Service-Route, and Path." 

as specified in TS 24.229 [XX], clause 5.10.4.1.

Threat References: TBD

Test case: 
Test Name: TC_REPLACEMENT IN NETWORK HIDING
Purpose:

Verify the IBCF replaces the hiding information elements to constant values when the IBCF forwards SIP Request or Response messages to the outside of the hiding network’s domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden. 
Verify the IBCF replaces the constant values that were replaced by the IBCF in this hiding network domain to the hiding information elements when the IBCF receives a SIP Request or Response message from the outside of the hiding network’s domain, in cases of the network hiding mechanism is used and the operator policy states that the topology shall be hidden.
Procedure and execution steps:

Pre-Conditions:

-
IBCF network products are connected in simulated/real network environment.
-
The replacement of the hiding information as network hiding mechanism is configured to be used and the operator policy is configured that the topology shall be hidden.
-
The network element in the hiding network’s domain may be simulated.
-
The network element outside the hiding network’s domain may be simulated.
-
The tester has access to the interface between the element in the hiding network’s domain and IBCF.
-
The tester has access to the interface between the element outside the hiding network’s domain and IBCF.
Execution Steps 
NOTE:
This test is performed in case the network hiding mechanism and the replacement of the hiding information elements in the IBCF are implemented.
Test case 1: The IBCF forwards SIP messages to the outside of the hiding network’s domain
1) The network element in the hiding network’s domain sends a SIP message which contains hiding information elements (e.g. addresses of SIP proxies) to the IBCF under test.
2) The IBCF under test forwards the SIP message to the network element outside the hiding network’s domain.
3) The tester examines the SIP message forwarded to the network element outside the hiding network’s domain.

Test case 2: The IBCF forwards SIP messages to the hiding network’s domain
1) The network element outside the hiding network’s domain sends a SIP message which contains information elements that were encrypted by the IBCF in this hiding network domain to the IBCF under test.

2) The IBCF under test forwards the SIP message to the network element in the hiding network’s domain.
3) The tester examines the SIP message forwarded to the network element in the hiding network’s domain.
Expected Results:

For Test case 1, the IBCF under test replaces the hiding information elements to constant values when the IBCF under test forwards the SIP message to the network element outside the hiding network’s domain. 

For Test case 2, the IBCF under test replaces the constant values that were replaced by the IBCF in this hiding network domain to the hiding information elements when the IBCF under test forwards the SIP message to the network element in the hiding network’s domain.
 Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

*************** End of the 2nd changes ****************

